CCNA Discovery Cisco | Networking Academy”
Working at a Small-to-Medium Business or ISP Mind Wide Open

Lab 7.3.3.b Creating Primary and Secondary Forward Lookup Zones

Objective

e Create primary and secondary forward lookup zones on Windows DNS servers.

Background / Preparation

You have been asked to implement a DNS zone for a customer that has registered a second-level domain on
the Internet. The customer would like to host the DNS zone on two spare servers. You go on site to configure
the zone on each of the two DNS servers. One server will function as the primary DNS server and the other
will function as the secondary DNS server.

The following resources are required:

e Two Windows 2003 Servers with DNS running
e Administrative access to servers
e Internet connectivity
NOTE: If you do not have access to the Windows DNS servers, the instructor may demonstrate this lab. If the

equipment is not available to perform the lab, or if it cannot be demonstrated, read through the steps of the
lab to gain a better understanding of DNS and how DNS servers operate.
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Step 1: Create a primary forward lookup zone on Windows

a. Click Start > All Programs > Administrative Tools, and then click DNS to launch the DNS
administrative tool.
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b. Right-click Forward Lookup Zones and then click New Zone.
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c. When the New Zone Wizard displays, click Next.
Mew Zone Wizard

Welcome to the New Zone
Wizard

This wizard helps vou create a new zone For vour DS
SEfver,

£ zone translates DMS names to related data, such as IP
addresses or network services,

To continue, click Mext,

Cancel Help

d. By default, the Primary zone radio button is selected. Click Next to create a Primary zone.

New Zone Wizard

Zone Type Q
The DNS server supports various bypes of zones and starage. .

Seleck the tvpe of 2one you wank ko create:

Creates a copy of a zone that can be updated directly on this server.

" Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides Fault tolerance,

™ Stub zone

Creates a copy of a zone containing only Mame Server (M3), Start of Authority
(S08), and possibly glue Hosk (&) records, A server containing a stub zone is nok
authoritative For that zone.

™| store the zome in fckive Diteckary. (available only it DNS server is a domain contrallet)

< Back I Mext = I Zancel Help
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e.

Enter the domain name, example.com, into the Zone name field and click Next.

Mew Zone Wizard

Zone Name
wehat is the name of the new zone?

The zone name specifies the portion of the DS namespace far which this server is
autharitative, It might be wour organization's domain name (for example, microsoft, com)
or a portion of the domain name (For example, newzone.microsoft.com). The zone name is
nok the name of the DMNS server,

Zone name:

—_ | example. coml

Far mare information abouk 2one names, click Help,

= Back I Mext = I Cancel Help

Click Next to create a new file with this name.

New Zone Wizard

Zone File
¥ou can create a new zone file or use a file copied from another DNS server,

Do wou wank ko create a new 2one file or use an exisking file that yau have copied
fFrom another DRSS server?

i* LCreate a new file with this file name:

I example.carm, dns

" Use this exisking fils:

To use this existing file, ensure that it has been copied ko the Folder
%o SvstemPookthsystemn32idns on this server, and then click Mext,

< Back I Mexk = I Cancel Help
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g. Notice the option to enable dynamic updates. It is disabled by default for security. You will leave it
disabled as well. Click Next.

MNew Zone Wizard

Dynamic Update Q
‘fou can specify that this DMS zone accepks secure, nonsecure, of no dynamic ‘
updates,

Crynamic updates enable DMS client computers ko register and dynamically update their
resource records with a DS server whenever changes occur,

Select the bype of dvnamic updates you wank bo allow:

£ allav only secure dynamic updates (recommended For Active Direchary)
This option is available only For Active Direckory-integrated zones,

£ allow both nonsecure and secure dynamic updates
Crvnamic updates of resource records are accepted from any client.

& This option is a significant security wulnerability because updates can be
accepted from untrusked sources,

& Do not allow dynaric updates:
Crymamic updates of resource records are not accepted by this zone, You must update
these records manually.

< Back I hext = I ancel Help

h. Click Finish to create the primary forward lookup zone.

New Zone Wizard

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard, You
specified the Following settings:

Marne: exarnple, com
Tvpe: Prirnatsy

Loakup kype: Farward

File name: example.com.dns

Mote: You should now add records to the zone or ensure
that records are updated dynamically, You can then verify
name resolution using nslookup,

To close this wizard and create the new zone, click Finish,

< Back Zancel Help
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Step 2: Add a Host record to the Primary forward lookup zone

a. Right-click the example.com forward lookup zone and choose New Host (A).

_i._ dnsmgmikt - [DNSMO0552007 Forward Lookup Zones' example.com]
E_‘ Eile  Action Wew window  Help | - |5’ |£|
= | AW XEFHE 28 E
1 DS example.com 2 record(s)
= B MOS52007 Hame | Tvpe | Data
g Cached Lookups (same as parent Folder) Start of Authority {S04) [1], moss2007 . krue
E‘ grward Lookup Zones (same as parent Folder) Mame Server (N3 moss2007  truenet
D REver IIpdate Server Daka File
__ Even Reload
Mews Hosk (A)...
Mew Alias (CHNAMED. ..
Mew Mail Exchanger (Mz)...
Mewy Damain. . .
Mew Delegation. ..
Other Mew Records. .
&l Tasks »
Wiew k
Create a new host Mew window from Here
Delete
Refresh
Expoartk Lisk. ..
Properties
Help
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b. Inthe Name field type www. In the IP address field, type 192.168.1.25. Leave the other settings at
their default value. This creates a host named www.example.com, which will resolve to 192.168.1.25.
Click the Add Host button at the bottom.

Mew Hosk '

kame {uses parent domain name iF blank):

I Wl

Fully qualified domain name (FODM):

I A, Eample, corm,

IF address:
|192 168 1 .29

[T Create associated pointer (FTR) recard

Time ta live (TTL):
0 1 0o {DODDD:HH.MM,55)

| Add Host I Cancel

c. Click OK.
DNS |

-
\__l) The host record www, example, com was successfully created.
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d. Click Done.

Mame (uses parent domain name if blank):

T S -

Fully qualified domain name (FODM;

I example.canm,

I address:
|192 168 1 0

[T Create associated pointer (PTR) record

Time ko live (TTLY):
] 1 0 0

{DODDD:HH. MM, 55)

The host record is now in your DNS zone.

Add Host I Done ?

_i. dnsmgmt - [DNS'MO0S5S2007 Forward Lookup Zones’.example.com]
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EI l:l Forward Lookup fones
----- {é—.l example.com
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Mame Server (M3
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I CI Reverse Lookup Zones
-] Event Viewer
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Step 3: Create a secondary forward lookup zone

a. On the second Windows DNS server, launch the DNS administrative tool. Follow the instructions from
Step 1.

b. Right-click Forward Lookup Zones and choose New Zone.

_i._ dnsmgmt - [DNS'MO0SS2007 Forward Lookup Zones]

'_g_l File  Action Yiew Window Help | _|5’|i|
&= | B@E FE 28
1 DS Forward Lookup Zones

=~ mosszo07
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. Each zone stores information about one or more contiguous DNS
e Window From Here o

Refresh a new zone, on the Action menu, click Mew Zone,

Help

_reake a new zone,
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c. When the New Zone Wizard displays, click Next.

{New Zone Wizard '

Welcome to the New Zone
Wizard

This wizard helps wou create a new zone for wour DNS
SEFYEr,

& zone translates DMS names to related data, such as IP
addresses or network services,

To continue, click Mext,

Cancel | Help |

= Back

d. Click the Secondary zone radio button, and then click Next.

{New Zone Wizard

i Zone Type
The DMNS server supports various types of zones and storage.

Select the tvpe of zone you wank ko create:

r Primary zone
Creates a copy of a zone that can be updated directly on this server.

Creates a n:u:up':.f-;:uf a zone that exists on another server, This opkion helps balance
the processing load of primary servers and provides Faulk tolerance,

" Stub zane

Creates a copy of a 2ane containing only Mame Server (MS), Skark af Aukharity
(5047, and possibly glue Host (&) recards, & server conkaining a stub zone is nok
authoritative For that zone,

[ | Store the zone in Active Direckary. {awailable anly i DS server is a domain contraller)

< Back I Mexk I Cancel Help

All contents are Copyright © 1992—2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

Page 11 of 15



CCNA Discovery
Working at a Small-to-Medium Business or ISP

e. Type example.com in the Zone name field, and then click Next.

{New Zone Wizard

i Zone Name
What is the name of the new zone?

The zone name specifies the portion of the DS namespace For which this server is
authoritative, It might be your organization's domain name (for example, microsoft.com)
or a pottion of the domain name (for example, newzone. microsoft.com). The zone name is
not the name of the DNS server.

Zone name:

I | example. cor

Far mare infarmation about 2one names, click Help.

< Back I fext = I Cancel Help

f. Inthe IP address field, type 192.168.1.10, which is the IP address of the primary server. Then click

Add.

{New Zone Wizard

i Master DNS Servers
The zone is copied From one or more DMS servers,

Specify the DMNS servers fram which you want to copy the 2one. Servers are
contacted in the order shown,

IFP address:

_— |192 1628 1 10 Add

For more information about copying zones, click Help.

< Back I Hexh = Zancel Help
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g. Click Next.

{New Zone Wizard

i Master DNS Servers
The zone is copied from one of more DMNS servers,

Specify the DMNS servers from which you want to copy the zone, Servers are
contacked in the order shown,

IFP address:

192.168.1.10 Remove
]

[rawr

I

Far mare infarmation abouk copying 2ones, click Help.

< Back I Mexk = I Cancel Help

h. Click Finish.

| MNew Zone Wizard | x| '

Completing the New Zone Wizard

¥ou have successfully completed the Mew Zone ‘Wizard, Yoo
specified the Following settings:

Mame: example, com
Type: Secondary
Lookup tvpe: Forveard

File name: example.com.dns

Mote: You should now add records to the zone or ensure
that records are updated dynamically, You can then werify
name resolukion using nslaakup,

To close this wizard and creake the new zone, click Finish,

< Back Cancel Help
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i. When you view the secondary zone, notice that the www host record created on the primary server
has transferred down to the secondary server.
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Step 4: Reflection

What is the major benefit of having a primary and secondary DNS server in a zone?
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