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Lab 5.2.4 Configuring Dynamic NAT with SDM
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Objectives

e Configure Network Address Translation (NAT) using Port Address Translation (PAT) on a Cisco ISR
router with the Cisco SDM Basic NAT Wizard.

Background / Preparation

Cisco Router and Security Device Manager (SDM) is a Java-based web application and a device-
management tool for Cisco 10S software-based routers. SDM simplifies router and security configuration
through the use of smart wizards, which allow you to deploy, configure, and monitor a Cisco router without
requiring knowledge of the command line interface (CLI). SDM is supported on a wide range of Cisco routers
and Cisco 10S software releases. Many newer Cisco routers come with SDM preinstalled. If you are using an
1841 router, SDM (and SDM Express) is pre-installed.

This lab assumes the use of a Cisco 1841 router. You can use another router model as long as it is capable
of supporting SDM. If you are using a supported router that does not have SDM installed, you can download
the latest version free of charge from http://www.cisco.com/pcgi-bin/tablebuild.pl/sdm.

Note: To download the SDM application at the above URL, the instructor needs to provide a valid CCO
account login ID and password. If you do not have a CCO account, go to http://www.cisco.com/cgi-bin/login.
Under Not Registered, click Register Now to create an account.

From the SDM web page, view or download the document “Downloading and Installing Cisco Router and
Security Device Manager.” This document provides instructions for installing SDM on your router. It lists

specific model numbers and Cisco 10S software versions that support SDM, and the amount of memory

required.

Cisco SDM is the full SDM product, and SMD Express is a subset. SDM is activated automatically when the
router has been previously configured and is not in its factory default state. In this lab, you will use the Cisco
SDM Basic NAT Wizard to configure NAT, using a single external global IP address. This address can
support connections to the Internet from many internal private addresses.

Note: You must complete Lab 5.2.3, “Configuring an ISR with SDM Express,” before performing this lab. This
lab assumes that the router has been previously configured with basic settings using SDM Express.
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Required Resources

The following resources are required:

Cisco 1841 ISR router with SDM version 2.4 or later installed and with basic configuration completed
(Optional) Other Cisco router model with SDM installed

Windows XP computer with Internet Explorer 5.5 or later and Sun Java Runtime Environment (JRE)
version 1.4.2_05 or later (or Java Virtual Machine (JVM) 5.0.0.3810)

Straight-through or crossover Category 5 Ethernet cable

Access to PC network TCP/IP configuration

Step 1: Establish a connection from the PC to the router.

a
b.
c
d

Power up the router.
Power up the PC.
Disable any popup blocker programs. Popup blockers prevent SDM windows from displaying.

Connect the PC NIC to the Fast Ethernet 0/0 (Fa0/0) port on the Cisco 1841 ISR router with the
Ethernet cable.

Note: A router other than the 1841 may require a connection to a different port to access SDM.
Configure the IP address of the PC as 192.168.1.2, with a subnet mask of 255.255.255.0.

SDM does not load automatically on the router. You must open a web browser to access SDM at
http://192.168.1.1.

Note: If the browser cannot connect, check the cabling and connections and make sure that the PC
IP configuration is correct. If the router was not previously configured, it may still be in the default
state with an IP address of 10.10.10.1 on the Fa0/0 interface. Try setting the IP address of the PC to
10.10.10.2, with a subnet mask of 255.255.255.248. Then connect to http://10.10.10.1 using the
browser. If you have difficulty with this procedure, ask the instructor for assistance.

Note: If the startup-config is erased from the router, SDM no longer comes up by default when the
router is restarted. In this case, a basic router configuration must be rebuilt using Cisco 10S
commands. See the procedure at the end of this lab or contact the instructor.

In the Connect to dialog box, enter admin for the username, and cisco123 for the password. The
login ID was configured in the previous lab. Click OK. The main SDM web application starts. You are
prompted to use HTTPS. Click Cancel. In the Security Warning window, click Yes to trust the Cisco
application.
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Connect to 192 168.1.1
1;_11 }IS"‘-

The server 192,165.1.1 at level_15 or view_access requires a
username and password,

Warning: This server is requesting that wour username and
password be sent in an insecure manner (basic authentication
without & secure conneckion),

Lser name: | 7 admin w |

Passwaord: | sessssunl |

[ ]Remember ry password

[ oK l [ Cancel

h. Verify that you are using version 2.4 or later of SDM. The initial SDM screen that displays
immediately after the login shows the version that you are using. It is also displayed on the main SDM
screen as shown below, along with the Cisco IOS software version.

Note: If the version is not 2.4 or later, notify the instructor before continuing with this lab. You must
download the latest zip file from the SDM web page and save it to the PC. From the Tools menu of
the SDM GUI, choose Update SDM to specify the location of the zip file and install the update.
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B& Cisco Router and Security Device Manager, [SDM]: 192.168.1.1
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Step 2: Configure SDM to show the Cisco IOS CLI commands.

From the Edit menu in the main SDM window, choose Preferences.

hare ...

12.4(10M0)
2.4

2{Serial)
1(PFF)

1

Check the Preview commands before delivering to router box. When this option is checked, you
can view the Cisco 10S CLI configuration commands before they are sent to the router, which is a

good way to learn about the commands used.
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Uzer Preferences 3]

Selectyour preferences and click the Ok button to activate them. These preferences are saved as a
cookie inyvour hrowser. If coakies are disahled inyvour browser, it anly applies to the current session.
Ta restare the default settings, click the Default buttan and then click Ol

\ Iv {Freview commands before delivering to router ;

v Sawve signature file to Flash.

v Confirm before exiting from SO,

v Continue monitaring interface status when switching modeitask

Maxirmum number of interfaces to maonitor: |4_

oK Cancel | Default | Help

Step 3: Launch the Basic NAT wizard.

a. From the Configure menu, click the NAT button to view the NAT configuration page. Click the Basic
NAT radio button, and then click Launch the selected task.

BG Cisco Router, and Security Device Manager, [SDM): 192.168.1.1

File Edit %iew Tools Help

@ Hame Configure E bonitor @ d Q ? il I I I I
5 Refresh Save Search Help cISCO

3
0
x=
L]

Create NAT Configuration | Edit MNAT Configuration

SDM can guide you through MAT configuration tasks. MAT allows you to Use 5 .
conhectthe hosts on your LAR to the Internet. Select a task, then click Se Lase scenario

{+ Basic NAT PC with private IP address
If you just have PCs or hosts on the LAN that need access to the Internet, select
thiz option.

" Advanced NAT

If wou are hosting zervers (2. web servers, e-mail servers) that users outside
your network need access to, select this option.

Launch the selected task
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b. Inthe Welcome to the Basic NAT Wizard window, click Next.

boscmarwizard |

NAT w- : I Welcome to the Basic HAT Wizard

Metwork Sddress Translation | This wizard lets you connectthe PCs and hosts on your LAR to the Internet.

To connect the PCs and hosts to the Internet, you must perform these tasks:

* Choose the interface that is connected to the Internet or to your Internet
serice provider,
* Choose the networks on the LAR that are to share the Internet connection.

ﬁElaEklgNE}d‘PE

Finiahl Cancell Help |

Step 4: Select the WAN interface for NAT.

a. Choose the WAN interface Serial0/0/0 from the list. Check the box for the IP address range that
represents the internal network of 192.168.1.0 to 192.168.1.255. This is the range that requires
conversion using the NAT process.
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Basic NAT Wizard 3]

HAT le.ard Sharing the Internet Connection

Wetwork Sddress Translstion | ITthis router has a connection to the Internet, specify how you want PCs and hosts
an the LAN to share this connection.

Choose the interface that connects to the Internet ar yaur Internet service provider:

| Serialninim | Details...

] The following ranges of IP addresses are allocated to networks directly connected

T P—

=\

FIARCTE B |

to the router. Check the box next to each network thatis to share the connection
that you specified:

IP address range Caonnected Througl Camment

E Oto192.168.1 25! FastEthernetnin _

[ |209.165.200.224 to 208.165.200.295 | Serial0i0s0

Mote: To canfigure MAT on an interface marked as Designated, exit this wizard, click
Edit RAT Caonfiguration, and uncheck that interface in the Designate MAT Interfaces
window. For details see help.

| Cancel| Help |

= Back | Next=
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b. Click Next and, once you have read the Summary of the Configuration, click Finish.

Basic HAT Wizard

NAT Wizard Summary of the Configuration
Network Address Translation

Click finish to deliver the configuration to the router.

Interface that is connected to the Internet ar to your Internet service provider:
Serial0imio

IF address ranges that share the Internet connection:
1921681010 192.168.1.255

= Back Finizh | {Cancell] Help
| tiest - | Finish | |
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c. Inthe Deliver Configuration to Router window, review the CLI commands that were generated by
the SDM. These are the commands that are delivered to the router to configure NAT. The commands
can also be manually entered from the CLI to accomplish the same task. Check the box for Save

running config to router’s startup config.

Note: By default, the commands that you just generated only update the running configuration file
when delivered. If the router is restarted, the changes you made are lost. Checking this box updates
the startup config file so that when the router is restarted, it loads the new commands into the running

config.

If you choose to not save the commands to the startup config at this time, use the File > Write to
Startup config option in SDM or use the copy running-config startup-config command from the

CLI using a terminal or Telnet session.

d. Click Deliver to finish configuring the router.

[Xeliver, Configuration to Bouter @

Deliver delta commands ta the rauter's running canfig.

Freview commands that will be delivered to the router's running configuration.

access-list 1 remark SDM_ACL Categor=2
access-list 1 permit 192.168.1.0 0.0.0.255

intetface FastEthernetdso

ip natinside

et

interface Serial0iosm

ip nat outside

exit

ip natinside source list 1 interface Serial 000 overload

rauter is turned off.

[+ iSave running config, o router's startup config.}

This operation can take several minutes.

Deliver Cancel Save o file Help

The differences between the running configuration and the stantup configuration are lastwheneaver the
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e. Inthe Commands Delivery Status window, notice the text that says that the running config was
successfully copied to the startup config. Click OK to exit the Basic NAT wizard.

Commands Delivery Status

Command Delivery Status:

FPreparing commands for delivery...

Submitting 9 commands, please wait...

Configuration delivered to router.

Copying the Running config to Startup config of vour router. Please ws
Running config copied successfully to Stantup Config of your rnuter.|

< &

-]
Ok

f.  The final NAT screen shows that the inside interface is Fa0/0 and the outside interface is S0/0/0. The
internal private (original) addresses are translated dynamically to the external public address.

B& Cisco Router, and Security Device Manager [SDM): 192.168.1.1
File Edit View Tools Help

@ Home Canfigure E horitar e =) Q ? ol I Il I I
] Refresh Save Search Help cISCO

=
[h1]
=
[

Create MAT Configuration | Edit MAT Configuration

Designate MAT Interfaces. .. | Address Poal... | Translation Timeouts... |

—— Network Address Translation Rules

Inside Interface(s): FastEthernetd/o

Qutside Interface(s):  Serial0i0nm

Qriginal address

Translated address Rule Type
192.168.1.0-192. 25

209.165.200.225

Crynarmic

Edit..
Delete
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Step 5: Reflection

a. Ifa PC ora LAN within an organization does not require Internet access, what is one way to stop the
PC from gaining access to the Internet?

b. What are some advantages and disadvantages of using SDM to configure NAT compared to the CLI?

c. Why is the default to only update the running configuration file when delivered? Why not always
update the startup config file? What are the advantages and disadvantages of one over the other?
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Basic Cisco IOS Configuration to Bring Up SDM

If the startup config is erased in an SDM router, SDM no longer comes up by default when the router is
restarted. It is then necessary to build a basic config as follows. Further details regarding the setup and use of
SDM can be found in the SDM Quick Start Guide

http://www.cisco.com/en/US/products/sw/secursw/ps5318/products quick start09186a0080511c89.html#wp4
4788

1) Set the router Fa0/0 IP address. (This is the interface that a PC connects to using a browser to bring up
SDM. The PC IP address should be set to 10.10.10.2 255.255.255.248.)

Note: An SDM router other than the 1841 may require a connection to a different port to access SDM.

Router(config)#interface Fa0/0
Router(config-if)#ip address 10.10.10.1 255.255.255.248
Router(config-if)#no shutdown

2) Enable the HTTP/HTTPS server of the router.

Router(config)#ip http server
Router(config)#ip http secure-server
Router(config)#ip http authentication local

3) Create a user account with privilege level 15 (enable privileges). Replace username and password with the
username and password that you want to configure.

Router(config)#username <username> privilege 15 password O <password>

4) Configure SSH and Telnet for local login and privilege level 15.

Router(config)#line vty 0 4
Router(config-line)#privilege level 15
Router(config-line)#login local
Router(config-line)#transport input telnet
Router(config-line)#transport input telnet ssh
Router(config-line)#exit
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