CCNA Discovery Cisco Netwquing Academy’

Working at a Small-to-Medium Business or ISP

Lab 9.1.3 Using Wireshark to Observe the TCP Three-way Handshake

Objectives

e Use Wireshark to monitor an Ethernet interface for recording packet flows
e Generate a TCP connection using a web browser
e Observe the initial TCP/IP three-way handshake

Background / Preparation

In this lab, you use the Wireshark network packet analyzer (also called a packet sniffer) to view the TCP/IP
packets generated by the TCP three-way handshake. When an application that uses TCP first starts on a
host, the protocol uses the three-way handshake to establish a reliable TCP connection between two hosts.
You will observe the initial packets of the TCP flow: the SYN packet, then the SYN ACK packet, and finally
the ACK packet.

Caution: Installing or using a packet sniffer application may be considered a breach of the security policy of
an organization, leading to serious legal and financial consequences. It is recommended that permission is
obtained before downloading, installing, or running a packet sniffer application.

Note: The term “packet” is used in this lab. Wireshark actually captures Ethernet frames, which contain IP
packets. The Wireshark application uses the term “frame” when analyzing captures. The two terms are often
used interchangeably, but recall that a frame is a Data Link Layer 2 encapsulation package, and a packet is a
Network Layer 3 encapsulation.

Task 1: Prepare Wireshark to Capture Packets

Step 1: Start Wireshark.

Double-click the Wireshark icon, which is located on the desktop.

Step 2: Select an interface to use for capturing packets.

a. From the Capture menu, choose Interfaces.

! The Wireshark Network Analyzer

File Edit Wiew Go | Capture Analvze  Skatisktics  Help
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Step 3: Start a network capture.

a. Choose the local network Ethernet interface adapter for capturing network traffic. Click the Start
button of the chosen interface.

b. Write down the IP address associated with the selected Ethernet adapter, because that is the source
IP address to look for when examining captured packets.
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The host IP address:

_ioix
Description IF Packets Packets)s Stop |

d Adapter For generic dialup and YPH capkure | o (=] ] ] Skart | Qpkions | Details |
d Intel{R) PRO/100 VE Metwork Connection (Microsoft's Packet Scheduler) 192.168.1.1058 2 i} Skark | Cpkions | Details |

Help | %

Close

Task 2: Generate and Analyze Captured Packets

Step 1: Open a browser and access a website.

a. Go to www.google.com. Minimize the Google window, and return to Wireshark. You should see
captured traffic similar to that shown below.

Note: Your instructor may provide you with a different website. If so, enter the website name or
address here:

b. The capture windows are now active. Locate the Source, Destination, and Protocol columns on the
Wireshark display screen. The HTTP data that carries web page text and graphics uses TCP for

reliability.
1=
File Edit “iew Go  Capture  Analyze  Statistics  Help

B @ @ P Ex % 8 1 ¢« 2 » F 8| EE & aa f| @
Eilter:| * Expression... Clear Apply

|'®

Protacol | Info

Saurce Destinakion

EI asT who has 15
152.168.1.

8a: kil .ié étloé:ls:fB:Bi:éafbi i

Cisco-

2 0000310 _81: Intel_A3:ce:53 ARP
3 0.00031% 192.165.1.105 65.24.7.10 DMS standard guery A www.google. com
4 0.025255 B5.24.7.10 192.168.1.105 DMS Standard guery response CNAME www. 1.google. com A 6
5 0.026243  192,168.1.105 64,235,165, 00 TCP 2042 > http [S¥M] Seq=0 Len=0 MSS=1260 wWsS=3
6 0.078789 84.233.169,99 192.168.1.105 TCP http > 2042 [S¥M, ACK] Seq=0 Ack=l Win=5720 Len=0
7 0.078827 192.168.1.105 64,235,165, 00 TCP 2042 > http [Ack] Seqg=1l Ack=l win=372960 Len=0 e
8 0.079302 192.168.1.105 64.233.169.99 HTTP GET / HTTR/1.1
9 0.135318 64.235.16%,59 152.168.1.105 TCP http > 2042 [Ack] Seq=1l Ack=391 win=6848 Len=0
10 0.146126 6A4.233.16%9.99 1592.168.1.105 TCP [TCP segment of a reassembled PDU]
11 0.146287 64,233,169, 99 152,.168.1.105 TCP [TcP segment of a reassembled PoU]
12 0.148308 192.168.1.105 64.233.169.99 TCP 2042 > http [ACK] Seq=391 Ack=2521 wWin=372960 Len= LI
F Frame 1 (42 bytes on wire, 42 hytes captured)
® Ethernet II, Src: Intel_G3:ce:53 (00:07:89:63:ce:53), Dst: Broadcast (ff:ff:ff:fF:ff:fF)
# address Resolution Protocol (request)
oooo T 7 7f fF T T 00 07 29 63 ce 53 08 06 00 01 oo
0010 08 00 06 04 00 01 00 OF e9 63 ce 53 <O aB 01 &ao L
QO20 00 00 00 00 00 00 <O a8 01 01
Step 2: Stop the capture.
From the Wireshark Capture menu, choose Stop.
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/1 Intel{R) PRO,/100 ¥E Metwork Connection {(Microsoft's Packet Scheduler

File Edit Wiew Go | Capture @Analvze Skatistics  Help

Bl Interfaces...

= € @y s
88 ophions... Zhr| K

Eilker: @ Start

Ma, - Tirme ﬁ [Destination

Restark

B Capture Filers.. 52.168.1.105

2 0.0458852
3 0.048899 1%2.168.1.105 a4, 235,169,147
4 0.0459362 192.168.1.105 64, 233,169,147

Step 3: Analyze the captured output.

If the computer was recently started and there has been no activity in accessing the Internet, you can see
the entire process in the captured output, including ARP, DNS, and the TCP three-way handshake.

The capture screen in Task 2, Step 1 shows all the packets the computer needs to get to a website,
starting with the initial ARP for the gateway router interface MAC address. (Your screen capture may
vary.)

a. Inthe screen capture, the process starts with frame 1, which is an ARP broadcast from the source
computer to determine the MAC address of the router default gateway. The gateway is the local LAN
Fast Ethernet interface on the router. The computer needs to resolve the default gateway IP address
to the interface MAC address before it can send the first frame or packet to the router.

What is the IP address of the router default gateway?

b. The second frame is the reply from the router telling the computer the MAC address of its Fast
Ethernet interface.

What is the MAC address?

c. The third frame is a DNS query from the computer to the configured DNS server, attempting to
resolve the domain name www.google.com to the IP address of the web server. The computer must
have the IP address before it can send the first frame to the web server.

What is the IP address of the DNS server that the computer queried?

d. The fourth frame is the response from the DNS server with the IP address of www.google.com. You
need to scroll to the right to see the IP address of the Google server in the DNS response, but you
can see it in the next frame.

e. The fifth frame is the start of the TCP three-way handshake [SYN].

What is the IP address of the Google web server?

Step 4: Filter the capture to view only TCP packets.

If you have many packets that are unrelated to the TCP connection, it may be necessary to use the Wireshark
filter capability.

a. To use a preconfigured filter, click the Analyze menu option, and then click Display Filters.

b. Inthe Display Filter window, click TCP only, and then click OK.
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7! Wireshark: Display Filter

~Edit

=100 x|

Filker

Ethernet address 00:05:15:00:03: 15
Ethernet bype 0x0506 (ARP)
Ethernet broadcast

Mo ARP

e

IP only

IP address 192.168.0.1

IP address isn't 192.168.0.1, don't use 1= for this!
IP% onlky

TICP only

LIDP anly

IIDP port isn't 53 {nok DMS), don't use 1= Far this!
TCP or UDP part is 0 (HTTF)

Delete |

=l

rProperties

Filker name: ITCF‘ anly

Filker string: Itu:p

Help |

Expression. .. |

Cancel

apply |

c. Inthe Wireshark window, scroll to the first captured TCP packet. This should be the first packet in the
flow.
7! {(Untitled) - Wireshark i ] |
File Edit Wiew Go Capbure Analvze  Statistics Help
B @ @ o E x % 8| B @« » » 7 8 | BEE| A QQf|@
Eilter: |tcp *  Expression... Clear Apply

|»

Source Destination

[ 0 |SYH]| Seq=0 Len=0 M55=1260 Ws=3
2042 [S¥N,

o

3.160.

89 &

4 162.168.1.105 http ACK] Seq=0 Ack=1 Win=366080 Len-
7 0.078B2Y 192.168.1.105 64.235.169. 50 TCP 2042 > http [ACK] Seg=1 Ack=1l Win=372960 Len=0
8 0.079302 152.168.1.105 64.233,.169.99 HTTF GET / HTTP/1.1
9 0.135318 64.233.169,99 192.168.1.105 TCP http > 2042 [ACK] Seq=1 Ack=391 win=6848 Len=0
10 0.146126 64.233.169, 99 152,.168.1.105 TCP [TCP segment of a reassembled PDU]
11 0.146287 64.233.169.59 1592.168.1.105 TCFP [TCP segment of a reassembled PDU]
12 0.146309% 152.168.1.105 64,235,169, 009 TCP 2042 > http [ACK] Seq=391 Ack=2521 win=372960 Len= _
13 0.148337 64.233.169,099 192.168.1.105 HTTF HTTP/1.1 200 0K (text htmld
14 0.308849 152.168.1.105 64.235.169. 90 TCP 2042 > http [ACK] Seq=391 Ack=2732 wWin=372744 Len= :I
® Frame 5 (66 hytes on wire, 66 bytes captured)
# Ethernet II, src: Intel_G3:ce:s3 (00:07:e9:63:ce:530, Dst: Cisco-Li_8l:8a:bl (o0:18:f8:81:8a:kb1)
Internet Protocol, Sro: 192.168.1.105 (192.168.1.105), Dst: &4.233.169,.99 (&4,233.169,099)
® Transmission Control Protocol, Src Port: 2042 (20420, Dst Port: http (80), Seq: 0, Len: O
d. Inthe Info column, look for three packets similar to the first three shown in the window above. The
first TCP packet is the [SYN] packet from the initiating computer. The second is the [SYN, ACK]
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response from the web server. The third packet is the [ACK] from the source computer, which
completes the handshake.

Step 5: Inspect the TCP initialization Sequence

a. Inthe top Wireshark window, click on the line containing the first packet identified in Step 4. This
highlights the line and displays the decoded information from that packet in the two lower windows fill.

Note: The Wireshark windows below were adjusted to allow the information to be viewed in a

compact size. The middle window contains the detailed decoding of the packet.
b. Click the + icon to expand the view of the TCP information. To contract the view, click the — icon.

c. Notice in the first TCP packet that the relative sequence number is set to 0, and the SYN bit is set to
1 in the Flags field.

1ol
File Edit Wew Go Capture Analyze  Statistics Help
B & @ B EH x % & @ « » » F & EE Q@ QA Q0O @ &
Eilcer: |tcp v  Expression... Clear Apply
Mo Time Source Destination Protocol Info
i 2. 1K ji K ] ' _P WS = Sag=U Len=y VT
6 0. 0?8?89 64 233 169 99 192 168 1 105 TP http > 2042 [SYN ACK] Seq=0 Ack=1l win= 36E
7 0_0FBE2T 162.168.1.105 64,233,165, %% TP 2042 > http [ACK] Seqg=l Ack=1l Win=372960 l_I
0| | ol
E Frame 5 (66 bytes on wire, 66 bytes captured) =
[ Ethernet II, Src: Intel_63:ce:53 (00:07:89:63:Ce:53), Dst: Cisco-L1_8l:8a:bl (00:18:f8:81:8a:b1)
Internet Protocol, src: 192.168.1.105 (1092.168.1.105), Dst: 64.233.160.00 (64.233.160.99)
= Transmission Control Protocol, Src Port: 2042 (20420, Dst Port: http (80), Seg: 0, Len: O
Source port: 2042 (20420
pestination port: http (80)
Seqguence number: O (relative sequence number)
Header length: 32 bytes
E Flags: 0x02 (S¥N)
O0... .... = Congestion window Reduced (CwR): Not set
000 ... = ECM-Echo: MWOT set
.00 ... = Urgent: NOT set
.0 L. = Acknowledgment: MOt set
. O... = Push: Mot set
L0.. = Reset: WOt set
..1. = Syn: set
.0 = Fin: Mot set
window size: 65535 E
® Checksum: 0xfld4d [correct] ‘:J

d. Notice in the second TCP packet of the handshake that the relative sequence number is set to 0, and
the SYN bit and the ACK bit are set to 1 in the Flags field.
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7! {untitled) - Wireshark =100 x|

File Edit Wew Go Capture Analyze  Statistics  Help

3 oW e 2@ x % 5|R « % » 7 ¢ BE|Q aqQf @@

Filcer: |tcp *  Expression... Clear Apply

| Source | Destination | Praotocal | Info

192 64,233, TCP 2047 = http
E ] 1o, Tt L, 105 ( ; 2 4, A
5 64.233.169.99 TCP 2047 = http [ACK] Seq=l ack
0| | i
Frame & (&6 bytes on wire, 88 bytes cCaptured) =

Ethernet II, src: Cisco-Li_81:8a:bl (00:18:f8:8L:8a:kb1%, Dst: Intel_63:ce:53 (00:07:e9:63:Ce:53)
Internet Protocol, Src: 64.233.169.99 (64.233.169.95), Dst: 192.168.1.105 (192.168.1.105)
Transmission Control Protocol, Src Port: http (80), Dst Port: 2042 (20420, seq: 0, Ack: 1, Len: ©
Source port: http (300
Destination port: 2042 (20420
Sequence number: 0 (relative sequence number)
Acknowledgement number: 1 (relative ack number)
Header Tength: 32 bytes
B Flags: 0x12 (S¥MW, ACKD
O.vv ovvw = Congestion window Reduced (CwR): Mot set
0., ... = ECN-Echo: Mot set
.00 .... = Urgent: NoT set
1.0 = Acknowledgment: Set
0... = Push: MOt set
.0.. = Reset: MOt set
..1. = 3yn: set
v w0 = Fin: WOt set
window size: 5720 |

O0EEH

e. Inthe third and final frame of the handshake, only the ACK bit is set, and the sequence number is set
to the starting point of 1. The acknowledgement number is also set to 1 as a starting point. The TCP
connection is now established, and communication between the source computer and the web server
can begin.

7! {untitled) - Wireshark =100 x|

File Edit Wew Go Capture Analyze  Statistics  Help

B o e P Ex % 8RR « % » 7 ¢/ EE Qa0 @@=

Filcer: |tcp * Expression... Clear Apply

Ma, - | Tirre: | Source | Destination | Pratocal | Infa ﬂ
5 0.026243 152,168.1.105 64.233.16%9. 99 TCFP 2047 = http [SvM] Seq=0 Len=0 MS5=1260 WS-

105 TCP h

> 2042 [S

0 Ack GE

K] se
il

Frame 7 €54 hytes on wire, 54 bytes captured)
Ethernet II, src: Intel_63:ce:53 (00:07:e9:63:Ce:53), Dst: Cisco-Li_8l:8a:bhl (00:18:f8:81:8a:k1)
Internet Protocol, Src: 192.168.1.105 (192.168.1.105), Dst: 64.233.169.99 (64.233.169.958)
Transmission Control Protocol, Src Port: 2042 (20420, Dst Port: http (80D, Seq: 1, Ack: 1, Len: 0
Source port: 2042 (20420
pestination port: http (S0)
Saguence number: 1 (relative sequence number)
Acknowledgement number: 1 (relative ack number)
Header Tength: 20 bytes
B Flags: 0x10 CACK)
O... .... = Congestion window Reduced (CwR): Mot set
0.0 ... = ECH-Echo: Mot set
L0, ... = Urgent: NOT set

O0EEH

0... = Push: Mot set
L0.. = ReseL: Mot set
.00 = 5yn: NOT set s
cev. ... 0 = Fin: WMot set
window size: 372960 (scaled) ‘:J
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f. Close Wireshark.

Task 3: Reflection

a. There are hundreds of filters available in Wireshark. A large network could have numerous filters and

many different types of traffic. Which three filters in the list might be the most useful to a network
administrator?

b. Is Wireshark a tool for out-of-band or in-band network monitoring?

Explain your answer.

All contents are Copyright © 1992—2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 7 of 7



