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Lab 8.3.3b Configuring a Remote Router Using SSH
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Objectives

e Use SDM to configure a router to accept SSH connections.

e Configure SSH client software on a PC.

e Establish a connection to a Cisco ISR using SSH version 2.

e Check the existing running configuration.

e Configure a non-SDM router for SSH using the Cisco I0S CLI.

Background / Preparation

In the past, Telnet was the most common network protocol used to remotely configure network devices.
However, protocols such as Telnet do not authenticate or encrypt the information between the client and
server. This allows a network sniffer to intercept passwords and configuration information.

Secure Shell (SSH) is a network protocol that establishes a secure terminal emulation connection to a router
or other networking device. SSH encrypts all information that passes over the network link and provides
authentication of the remote computer. SSH is rapidly replacing Telnet as the remote login tool of choice for
network professionals. SSH is most often used to log in to a remote machine and execute commands;
however, it can also transfer files using the associated SFTP or SCP protocols.

For SSH to function, the network devices communicating must support it. In this lab, you enable the SSH
server on a router and then connect to that router using a PC with an SSH client installed. On a local network,
the connection is normally made using Ethernet and IP. Network devices connected via other types of links,
such as serial, can also be managed using SSH as long as they support IP. Like Telnet, SSH is an in-band,
TCP/IP-based Internet protocol.

You can use either Cisco SDM or Cisco I0S CLI commands to configure SSH on the router. The Cisco 1841
ISR supports SSH versions 1 and 2; version 2 is preferred. The SSH client used in this lab is PuTTY, which
can be downloaded free of charge. If you are working with a router that does not have SDM installed, use
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Cisco I0S CLI commands to configure SSH. Instructions are provided in Step 2 of this lab. To perform the
basic router configuration, see Lab 5.3.5, “Configuring Basic Router Settings with the Cisco 10S CLI."

The Cisco SDM is supported on a wide range of Cisco routers and Cisco 10S software releases. Many newer
Cisco routers come with SDM pre-installed. This lab uses a Cisco 1841 router, which has SDM (and SDM
Express) pre-installed. You can use another router model that supports SDM. If the router does not have
SDM installed, you can download the latest version free of charge at http://www.cisco.com/pcqgi-
bin/tablebuild.pl/sdm. From this web page, you can also view or download “Downloading and Installing Cisco
Router and Security Device Manager.” This document provides instructions and system requirements for
installing SDM.

Note: If you are using SDM to configure SSH, you must complete Lab 5.2.3, “Configuring an ISR with SDM
Express,” on the router to be used before performing this lab. This lab assumes that the router has been
previously configured with basic settings.

Note: If the startup-config is erased from an SDM router, SDM no longer comes up by default when the router
is restarted. In this case, it is necessary to build a basic router configuration using Cisco I0S commands. See
the procedure at the end of this lab or contact the instructor.

Required Resources
The following resources are required:

e Cisco 1841 ISR router with SDM version 2.4 installed and with basic configuration completed
e (Optional) Other Cisco router model with SDM installed

e (Optional) Other Cisco router model without SDM installed (Cisco 10S software version 12.2 or later;
must support SSH)

e Windows XP computer with Internet Explorer 5.5 or later and Sun Java Runtime Environment (JRE)
version 1.4.2_05 or later (or Java Virtual Machine (JVM) 5.0.0.3810)

e Latest release of putty.exe client installed on the PC and accessible on the desktop
e Straight-through or crossover Category 5 Ethernet cable (for SDM and SSH)

e (Optional) Console cable, if router is to be configured using the CLI

e Access to the PC command prompt

e Access to PC network TCP/IP configuration
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Step 1: Use SDM to configure the router to accept SSH connections.

Note: If you are configuring a router that does not have SDM installed, just read through Step 1 to see how

SSH is set up as a separate task when using SDM, and then go to Step 2.

a. Connect to the router Fa0/0 interface. Open the web browser and connect to http://192.168.1.1.
When prompted, enter admin for the username and cisco123 for the password.
SDM loads.

Click OK. Cisco
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Caution: Internet Explorer Enhanced Security Configuration is not enabled

quickly enhance Internet Explorer security settings for all users,

Enhanced Security Configuratiol Py

Internet Explorer Enhanced Security Configuration is an option that is provided in windows Server 2003 operating systemns. YouU can use it to

When you enable Internet Explorer Enhanced Security Configuration, it sets Internet Explorer security settings to limit how users browse
Internet and intranet Web sites, This reduces the exposure of your server to Web sites that might pose a security risk, For more information,
including the complete list of changes that are implemented by Internet Explorer Enhanced Security Configuration, see Internet Explorer

-

To enable Internet Explorer

=
Th
- ve Windows Components.

1. ©Open Control Panel, click o)

2. Select Internet Explorer the following:
The server 192,168.1.1 at level_15 or view_access requires a
username and password,

= To apply the Internet Exp

® To apply the Internet Exp se groups {either administrators or users who
are not in an Adrinistrat  Warning: This server is requesting that your username and or groups or For all other user groups.

password be sent in an insecure manner (basic authentication
without a secure connection).

User name: I ﬂ adrnin j

Password: |uuuu|

3. Click Next, and then click F
4, Restart Internet Explorer to

I Remember my password

[8]4 I Cancel

stars and all other users, click Next,

|

\Waiting For http:{/192.168.1.1/... [ | [T [ |6 mtemnet
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b. Click the Configure button on the tool bar. In the Tasks pane, click Additional Tasks. In the
Additional Tasks pane, expand Router Access and click the SSH task. Then click the Generate RSA
Key button.

Bt Cisco Router and Security Device Manager (SDM): 200.200.200.1
File Edit “iew Tools Help

: : o = Q 2 alvaln
@ Irae Cajilrse i ‘ Refresh Save Search Help CISCO

% Additional Tasks

E-#5 Router Properties
-8 Router Access

S5H Key Setup

Currently 58H is disabled in your router. To enable S8H, ESA key must be generated.
Flease enter the key modulus lenath and click the 'Generate REA Key' hutton to generate
the RESA key.

Status: RSA key is not set on this router.

Generate RSA Key | _

7-{_] AGL Editor

f? Fortto Application Mappingg
1-_8 URL Filtering

- %Zone Pairs

il Zones

-5 A

fﬁ' Local Pools

----- ¢ Router Provisioning

1] Configuration Managernent

Note: If the SSH Key Setup message says: “RSA key exists and SSH is enabled in your router” and the
Status is “RSA key is set on this router,” you probably completed Lab 5.2.3, “Configuring an ISR with SDM
Express.” In that lab, when you configured security, one of the recommended security settings enabled by
default is “Enhance security on this router.” If this box is checked, it automatically configures SSH for router
access, sets the banner to warn intruders, enforces minimum password length, and restricts the number of
unsuccessful login attempts.
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c. Inthe Key modulus size dialog box, enter a key size of 1024 hits. Click OK.

key modulussice K|
ey modulus size (hits): |1 024|

(]34 | Cancell Help |

d. Inthe Enter SSH Credentials dialog box, enter admin for the username and cisco123 for the
password. Click OK.

Enter S5H Credentials

Flease type your S5H user name and password,

Username: Iadmin

Fassword: I i

0] | Cancel | Help
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e. Notice that the RSA key is now set on the router.

Bt Cisco Router and Security Device Manager {SDM): 200.200.200.1

File Edit “iew Tools

Help

Routing

E-75 Router Properties
-8 Router Access

i User Accountsiview
= YT
2 hManagement Access

-1 DHCP

B ACL Editor
f? Fartto Application Mappingg
E-_8 URL Filtering

Zone Pairs

{8l Fones

ERECERTY

-8 Local Pools

----- & Router Provisioning

&-_1 C3PL
i Configuration Management

1]

[ »

e [ won @ J Q ?
Configure Monitor Refresh Save Search Help
Additional Tasks

55H Key Setup
RSA key exists and 55H is enabled in your router,

Status; RSA key is seton this router.-
Generate REA Key |

ali]n
CISCO
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f.

In the Additional Tasks pane, click the VTY option. Select Input Protocols Allowed, and then click
the Edit button.

File Edit “iew Tools Help

Additional Tasks

Addition=l
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H-75 Router Properties
B8 Router Access

£ User Accpunts/view
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B DHCP

- DNE

-8} Dynamic DME Methods
B+ ACL Editar

fg' Fortto Application Mappingg
B8 URL Filtering
i Zone Pairs

- Local Fools
..... &' Router Provisioning

M- Caonfiguration Management

4] [

‘ Refresh Save

Search

?

Help

ali]n
CIsCo

YTYs - Edit.. |
Iterm Marme | Iterm Yalue
Line Range 0-4
Input Protocals Allowed telnet
Cutput Protocols Allowed MNaone
EXEC timeout 10
Inbound Access-class Maone
Outhound Access-class Maone
Line Range 5-15
telnet
Cutput Protocols Allowed Maone
EXEC timeout 10
Inbound Access-class Maone
Outhound Access-class Maone
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g. Check the SSH box for the Input Protocol, and then click OK.

Edit ¥TY Lines |
Line Range
Lines: |5— - IF
Tirne aut: |1 0 minutas
Input Protocol ! Cutput Protocol
V¥ Telnet I~ Telnet I~ 55H
Access Rule
Inbound: I
Cuthound: I
] | Cancel Help
h. When the Commands Delivery Status window opens, click OK.
]|

Commands Delivery Status

Command Delivery Status:

Preparing commands for delivery. .. ;l
Submitting 3 commands, please wait...
Configuration delivered to router.

H o

]
Ok |
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i. Close the Cisco SDM by clicking the X in the upper right corner of the window.

B Cisco Router and Security Device Manager (SDM): 192.168.1.1

File Edit ¥iew Tools Help

@ Harne Canfigure @ Manitar Q Q ? 'l I ol I b
25 3 Refrezh Save Search Help clsco
Hardware More ... Software More ...
Model Type: Cisco 1841 105 Version: 12.4(13a)
Available / Total MemonyMB): 69128 MB SDM Version: 2.4
Total Flash Capacity: 30 MB
© & @ & @

Configuration Qverview Wigwy Running Config

. Interfaces and Connections & Up 1) = Dawn (8)

Total Supported LAN: 3 Total Supported VWAN: 2{Serial SynciAsync)
Configured LAN Interface: 1 Total WAN Connections: 1(PPF)
DHCP Server: Mot Configured

2 Firewall Policies 2 Inactive

IPSec (Site-to-Site): 0 GRE over IPSec: 0
¥auth Login Required: 0 Easy VPN Remote: 0
No. of DMVPHN Clients: i No. of Active VPN Clients: o

Ho. of Static Route: 1 Active Signatures: 0
[hmamic Routing Protocols: Mone Ho. of IPS-enabled Interfaces: 0
SDF Version:

Security Dashboard

j-  Click Yes to confirm the closing of SDM, and go to Step 3. (Step 2 shows you how to configure SSH
on a non-SDM router.)
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Step 2: (Optional) Configure SSH on a non-SDM router.

Note: If you are configuring a router for SSH that already has SDM installed, you can skip Step 2 and go
directly to Step 3.

a. Connect the router console port with a PC and the HyperTerminal program, as described in Lab
5.1.3, “Powering up an Integrated Services Router.”

b. Log in to the router. At the privileged EXEC mode prompt, enter the Cisco IOS CLI commands as
shown below. These commands do not include all the passwords that need to be set. See Lab 5.3.5,
“Configuring Basic Router Settings with the Cisco IOS CLI,” for the configuration settings.

Note: The router must be running Cisco I0S software release 12.2 or later. In this example, the
router is a Cisco 2620XM running Cisco |0S software release 12.2(7r).

c. Configure the basic router and interface information.

Router#config terminal

Router(config)#hostname CustomerRouter

CustomerRouter(config)#ip domain-name customer.com
CustomerRouter(config)#username admin privilege 15 password O ciscol23
CustomerRouter (config)#interface FastEthernet 0/0
CustomerRouter(config-if)#ip address 192.168.1.1 255.255.255.0
CustomerRouter(config-if)#no shutdown

CustomerRouter(config-if)#exit

d. Configure the remote incoming vty terminal lines to accept Telnet and SSH.

CustomerRouter (config)#line vty 0 4
CustomerRouter(config-line)#privilege level 15
CustomerRouter(config-line)#login local
CustomerRouter(config-line)#transport input telnet ssh
CustomerRouter(config-line)#exit

e. Generate the RSA encryption key pair for the router to use for authentication and encryption of SSH
data that is transmitted. Enter 768 for the number of modulus bits. The default is 512.

CustomerRouter(config)#crypto key generate rsa
How many bits in the modulus [512] 768

CustomerRouter(config)#exit
f.  Verify that SSH is enabled and the version being used.
CustomerRouter#show ip ssh
g. Fillin the following information based on the output of the show ip ssh command.

SSH version enabled
Authentication timeout
Authentication retries

h. Save the running-config to the startup-config.
CustomerRouter#copy running-config startup-config

Step 3: Configure the SSH client and connect the PC to the ISR.

a. Download putty.exe and place the application on the desktop. Launch PuTTY by double-clicking the
putty.exe icon.
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configuratio. ..
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b. Inthe Category pane, click SSH. Verify that the preferred SSH protocol version is set to 2.

Note: The Putty client still connects even if the SSH server is running SSH version 1.

ﬂ PuTTY Configuration

Categon:

=]

[=]- Seszsion
Logging
[=I- Terrminal
- K.evboard
- Bl
- Features
[=]- "indow

- AppEarance
- Behaviour
- Tranglation
- Selection
- Colours
[=]- Connection
- Data
- Promy
- Telnet
- Rilagin
) = Y

- Serial

Ahot |

| Options controling 55H connechions

— Data to gend to the server

Bemote command;

— Protocol optionz

[ Dan't start a shell or command at al
[T Enable compression
Freferred S5H protocal wersion:

1 orly 1 2 2 only

— Encroption optionz

Encruption cipher zelection palicy:
AES [S5H-2 only)
Blowfizh
ADES
-- warh below here -
Arcfour [S5H-2 anly]
DES

i

Do

[~ Enable legacy uze of single-DES in S5H-2

Cancel

Open I
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c. Inthe Category pane, click Session. Enter the IP address of the router LAN interface, which is
192.168.1.1. Verify that SSH is selected for the connection type. Click Open.

2 PuTTY Configuration

z2i0n
.- Logging
[=I- Terrminal
- K.evboard
o Bl
- Features
[=]- "Window
- AppEarance
- Behaviour
- Tranglation
- Selection
- Colours
[=]- Connection
- Data
- Promy
- Telnet
- Rilagin
- 55H
- Sernial

Ahot |

| B azic options for your PuT T 2ession

— Specify the destination you want to connect to
Host Mame [or IP addrezs] Part
[132188.11 ﬁ |22

Connection tpe;
" Raw  Telnet © Flogin 'F‘_EZSH " Serial

—Load, gave or delete a stored session
Saved Seszions

D efault Settings Load

Save

ik /

Delete

Cloze window on exit;

© dlways Mewver & Only on clean exit

Open I

Cancel
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d. The first time a connection is made to SSH on the Cisco 1841 ISR using an SSH client, a connection
key is cached in the local machine registry. In the PUTTY Security Alert window, click Yes to

continue.

- 10 x|

PuTTY Security Alert

N

The server's host key is not cached in the reqgistry, You
have no guarantee that the server is the computer wou
Ehink it is,

The server's rsa2 key fingerprink is:

ssh-rsa 1024 Z20:68:bd:47:89;10:12:b7:F9:Fa:76: 3c:bb: 32 82, 9F
If wou brust this host, hit Yes to add the key to

PuTT¥'s cache and carry an connecking.

If wou wank bo carry on connecking jusk once, withouk
adding the key ko the cache, hit Mo,

If wou do mot brust this host, hit Cancel to abandon the
canneckion,

Yes
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e. Atthe login prompt, type the administrator username admin, and press Enter.

2?2 192.168.1.1 - PuTTY

login ¢
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f.  Atthe password prompt, type the administrator password cisc0123, and press Enter.

#* 192.168.1.1 - PuTTY
login admin
Anthori ; g only!
D nect LTELY if vou are not an authorized user!adminfi19z2.165.1.1"':

Juk=k

customerrouter #I
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Step 4: Check the configuration of the Cisco 1841 ISR.

a. To verify the configuration of the router, type show run at the privileged mode prompt, and press
Enter.

Note: There is no need to switch from user mode to privileged mode if you are using SDM, because
privileged mode is the default mode.

b. Press the Spacebar to scroll through the current configuration of the router.

#® 192.168.1.1 - PuTTY =] E3
F

errouterfshow run
Building configuration...

Current configuration
1

wersion

-
=

m

Im

m

B X N ¢ T/ O VR

hostnasme customerrouter

3 1o o

.——HDIE—— I
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Step 5: Log out of the Cisco 1841 ISR.

To log out of the router when you are finished verifying the configuration, type logout at the privileged mode
prompt, and then press Enter.

2 192.168.1.1 - PuTTY =] B3
F

I
!

control-plane
I

. ah authorized usesr!”

output telnet

input

15

level

1
transport input
I

scheduler allocate 4000 1000

end

customerrouter# logon t.I
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Step 6: Reflection

a. When comparing Telnet and SSH, what are some advantages and disadvantages?

b. What is the default port for SSH? What is the default port for Telnet?

c. What Cisco I0S software version was displayed in the running-config?
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Basic Cisco IOS Configuration to Bring Up SDM

If the startup config is erased in an SDM router, SDM no longer comes up by default when the router is
restarted. It is then necessary to build a basic config as follows. Further details regarding the setup and use of
SDM can be found in the SDM Quick Start Guide

http://www.cisco.com/en/US/products/sw/secursw/ps5318/products quick start09186a0080511c89.html#wp4
4788

1) Set the router Fa0/0 IP address. (This is the interface that a PC connects to using a browser to bring up
SDM. The PC IP address should be set to 10.10.10.2 255.255.255.248.)

Note: An SDM router other than the 1841 may require a connection to a different port to access SDM.

Router(config)#interface Fa0/0
Router(config-if)#ip address 10.10.10.1 255.255.255.248
Router(config-if)#no shutdown

2) Enable the HTTP/HTTPS server of the router.

Router(config)#ip http server
Router(config)#ip http secure-server
Router(config)#ip http authentication local

3) Create a user account with privilege level 15 (enable privileges). Replace username and password with the
username and password that you want to configure.

Router(config)#username <username> privilege 15 password O <password>

4) Configure SSH and Telnet for local login and privilege level 15.

Router(config)#line vty 0 4
Router(config-line)#privilege level 15
Router(config-line)#login local
Router(config-line)#transport input telnet
Router(config-line)#transport input telnet ssh
Router(config-line)#exit
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