CCNA Discovery

Cisco | Networking Academy”

Working at a Small-to-Medium Business or ISP

Lab 8.1.3 Securing Local Data and Transmitted Data

Objectives

Use Windows New Technology Files System (NTFS) permissions to secure local data on a Windows
XP Professional edition computer.

Use Internet Explorer 7 to access secure web sites.

Background / Preparation

This is a 2-part lab. The parts can be performed together or independently.

Part 1 — Securing local data

In part 1 you will secure data on a computer using the NTFS file system.

Scenario: A couple of users at a small business share a workstation. Confidential data is stored
locally on the hard drive of the computer. You have been asked to help protect the data and secure it
so that only one local user can access the data. Using NTFS permissions, you will secure that local
data.

There are two local users, Bob and Joe. Bob will require Modify access to a folder called “Bob’s Files”
located below a folder called “Local Data on the C drive.” Joe will not have access to “Bob’s Files.”

Part 2 — Identifying a secure communication channel when transmitting data over the Internet

In part 2 you will use Internet Explorer to identify secure and unsecure web sites.

Scenario: You are in charge of educating end users in a small business on secure access to web
sites. You will need to educate the end users on how to recognize a legitimate secured website
versus an illegitimate secured website.

The following resources are required:

Windows XP Professional computer with administrative access

NTFS File System on the computer and Simple File Sharing turned off (under the Folder Options of
Windows Explorer.)

User accounts preconfigured for users Bob and Joe
Internet connectivity
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Part 1 — Securing local data

Step 1: Secure Bob'’s Files folder
a. Log in to the Windows XP computer as administrator.
b. From the Accessories menu, launch Windows Explorer.
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c. Use Windows Explorer to create a folder on Local Disk (C:) called Local Data. From the File menu,
click New, and then click Folder.

Click the Local Data folder and then right-click in the open area at the right side of the screen. Click

New and then click Folder and create a folder called Bob’s Files. Repeat this process to create the
folders Common Files and Joe’s Files.

e. Navigate to the Local Data folder, where you can see the Bob’s Files folder.
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f. Right-click the Bob’s Files folder and choose Properties.
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g. From the Bob’s Files Properties dialog box, click the Security tab.

NOTE: You must be working on a drive that has the NTFS file system installed; otherwise, you will
not see the Security tab.

Local Data

Edit  View Favorites  Tools

e Barkiw l\;p) |'.® ):] P Hob's Files Properties
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h. Notice that the permissions are dimmed and not modifiable. This restriction is due to the permissions
that were inherited from a parent folder. To secure the folder, you will need to disable the inherited

permissions. From the Security tab, click the Advanced button.
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i.
objects.

Uncheck the check box next to Inherit from parent the permission entries that apply to child
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j-  Click Copy to retain the existing permissions.

Local Data
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k. Click OK.
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Now that inheritance is turned off, you are able to modify the permissions.

@ Backi \___x) I__@ /-:) ™ Bob's Files Properties
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I.  Select the Users group and click Remove. Continue to select the other remaining users and groups,
except for Administrators and SYSTEM, and click Remove.

NOTE: Always grant the SYSTEM and Administrators groups Full Control access to directories and
files to ensure that files can be backed up, recovered, and scanned properly by the computer system.
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m. Now add Bob to the list. Click Add.
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n. Type Bob in the text box and click the Check Names button to verify his account.
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o. Now that Bob has been verified, click OK.

File  Edit View Favorites Tools  Help s?
Back v [@F™® Bob's Files Properties
e A l\) |-§ ¥ o r
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For special permissions or for advanced settings,
click Advanced.

[ Qg ][ Cancel J[ Apply ]
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p. Bob is now added to the list. Notice that he currently has the Read & Execute, List Folder Contents,
and Read permissions. Because Bob will need to write new files and delete existing files, grant Bob
Modify permission. Check the check box in the Allow column next to Modify.

]
@ Btk \) f Bob's Files Properties
e |D CilLocsl Data | General || Sharing| Security | Customize| v| Go
Folders x Group or uger names:
@ Desktop ﬁ Adrinistrators [MWAREXP\Administrators]
(3 My Docments € Bob [VMwWAREXP4Eob)
= 4 My Computer !ﬁ SYSTEM
& 314 Floppy (A:)
= % Local Disk {C:)
|2) Documents and Settings
& 5 13686
= 2 Local Data [ Add... J [ Remove ]
|2 Bob's Files
[ Common Files Permissions for Bob Allow Deny
y 130 Joe's Files Full Cortral Ll 0 &=
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=D WINDOWS Read & Execute F
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= Write O O
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click Advanced.

[ QK. ][ Cancel ][ Apply ]

II; start @ Local Data
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g. Now that Bob has been granted Modify permission, click OK to set the security.

& Favorites  Tools '?F
e Back v () |'® /-__] ™ Bob's Files Properties
Aidioe |D Ci\Local Data | General || Sharing| Security | Customize | v| Go
Folders X Group or uger names:
@’ Desktop !ﬁ Administrators [VMWaREXPAdministrators)
ID My Documents € Bob [VMWAREXP Bob]
= My Computer ﬁ} SYSTEM
& 314 Floppy (A
= S Local Disk (C:)
|3 Documents and Settings
& 5 1386
= £ Local Data [ Add... ] [ Remove ]
I3 Bob's Files
[ Comman Files Permissions for Bob Allow Deny
N I3 Joe's Files Full Control ¥ [ k5
| Program Files Modify E
I3 WINDOWS Fead & Execute O
& DYD-RW Drive (D) List Folder Cantents O
[ [) shared Documents Read O
@ I3 rgorman's Documents iite E E
& My Metwork Places e |
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For special permissions or for advanced settings,
click Advanced.

n[ Ok, ,][ Cancel J[ Apply ]
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Step 2: Test Joe's access to Bob's Files

a. Loginto the local PC as Joe and try to access the Bob’s Files directory.

Local Data

File Edit Wiew Favorites Tools  Help

e Back K«Q l} pSearch ‘[E’_ Folders ‘ '

Address |Ej CiiLocal Data

Folders £ iz
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§ .E s Start @ Local Data
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b. Notice a popup dialog box indicating that Joe does not have permission to access these files.
Because Joe does not have Administrative access to the PC, he is prevented from gaining access to
Bob’s Files.

Fay s Tools  Help H..
e Back - \__)] |._@ /":.] Search ‘ [E Falders '
Address |u_j CiiLocal Data & | Go

Folders A~ ~ ~

(& Deskiop II__’j Bob's Files II_’__,’ Common Files
ID My Documents

= :‘ My Computer =

M 3 Floppy (a2 I."j Joe's Files
= S Local Disk (C:) |

|3 Documents and Settings
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= £ Local Data Local Data
|5) Bob's Files
(23 Common Files Q C:ilocal DatalBob's Files is not accessible,
() Joe's Files
|5) Program Files
[0 WINDOWS
B L DVD-RMW Drive (D0
&3] G‘ Control Panel
# |3 Shared Documents
‘a My Metwork Places
y Recycle Bin

Access is denied,

/4 start @ Local Data o, [ 9:9FM
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Part 2 — Identifying a secure communication channel when transmitting data over the

Internet

Step 1: Identify a secure web page
a. Launch Internet Explorer and navigate to http://www.microsoft.com/learning. This site is a typical

All contents are Copyright © 1992—2008 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information.

unsecured page. Click the MCP Members Site link.

{= Microsoft Learning Home Page - Windows Internet Explorer

6“\:’} - Lmhttp:,l',l'www.microsoFt.com,l'learning,l'default.mspx V| 2> || X |Google | Felid
{} H’ﬁ ImMicrosoft Learning Home Fage l_l @ = E @ - @Page - .@- Tools ~

Quick Links « Home "\ Worldwvide

Search Micresoft.com for:

Microsoft | Learning |

Learning Home Learning Manager Certifications Overview Training Resources MenThg Resources

* Learning Manager * Certifications Overview * Find Training * MCE Members Site
Learning Manager Overview * Available Certifications * Classroom Training * MCT Members Site

® Learning Manager " Exams Owverview * Microsoft E-Learning * Learning Sclutions =

- Search for an Exam * Microsoft Press Books Member Site

Learning & Reference
Microsoft Training 3

Microsoft Press Books
Experience the Joy

of Learning

Whether you're locking for the interactivity —
of the classroom and the flexibility of an

online course, or you simply want to

improve your skills with new Microsoft

Products, we can help.

Skills Assessments

Certification
Microsoft Certifications

Exams

Information For
Distinguish yoursalf with Microsoft

Business Certification

Dig Deep with Visual Studio 2005
Training

Dig Deep with 501 Server 2005

IT Professicnals
Developers
Home & Office Users

Business Managers

Educators

Beginners For IT Professionals For Developears

- IT Brofessional Certifications - Developer Certifications
- Training: Visual Studic 2005 and ASP.NET AJAX

Community
- Microsoft E-Learning

Patterns & Practices
< i | (&

@ Internet

#100% -

Ft Learning Ho. ..
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b. Notice that the URL changed from HTTP to HTTPS. HTTPS is the secure version of HTTP and uses
SSL for its security. Notice also that there is a lock icon located to the right of the URL. The presence
of the lock icon indicates that the site is secure. Click the lock to see more information about the
secure site.

> Ilogin - Windows Internet Explorer

|| X |Google |,Ci 2

@ - Eﬂ @ - @Page - -'_@-Tools o

Site Map

mr - |g, https: fimcp. microsoft, comfAuthenticateflogin, aspx?ReturnUrl=https3l

Microsoft.com Home «

Search Microsoft.com for:

|

Microsoft \ Learning

MCF Home MCT Home MSEC Home Microsoft Dynamics Home Learning Home

Welcome to the Microsoft Certification Member Sites.
You must be a certified professional and have a Windows Live ID to proceed.

Please click the Windows Live icon to sign in or create a Windows Live ID.

fManage Your Profile | Conkack Us | Email | Free Mewsletters

e

javascripkvoid{ny e Internet 100 v

._f:} Sté” & login - Wi

2007 Microsoft Corporation. Al rights reserved, Terms of Use | Trademarks | Privacy Statement
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c. The popup window displays information about the issuer of the security certificate for this website. It
also indicates that the connection to that server is secure. Click the View certificates link at the
bottom of the popup window.

{= login - Windows Internet Explorer

6@: - |g, https: {imcp. microsoft.comfAuthenticate flogin. aspx?Returnlrl=https¥a: V| 5 3| % |Google | P~
x — - 3
w & I"'I' ) . - B (= v b Page - {Cf Tools
@ ogin @ \Website Identificatian -8 = & 9
] - -
GTE CyberTrust Global Root arch Microsoft.com for:
has identified this site as: |
MCP Home MCT mep.ricrosoftcom e Learning Home
This connection to the server is encrypted.
Should Itrust this site?
Welcorm Member Sites.

View cerliicates -

You must be a certified professional and have a Windows Live ID to proceed.

Please click the Windows Live icon to sign in or create a Windows Live ID.

Manage Your Profile | Contact Us | Email | Free Mewslstters
2007 Microsoft Corporation, All rights reserved, Terms of Use | Trademarks | Privacy Statement M w

hittpe: s, microsoft, com/learning e Internet H100% v

r’.‘-’ start /2 login - Window
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d. The Certificate window opens and displays the certificate that has been installed on the web server to
allow it to use SSL. Notice the Valid from date range at the bottom. Certificates are only valid for a
specific period of time, and then they must be renewed. The renewal process ensures that web
server administrators continually validate their servers with the certificate authority who issued the
certificate. Click the Details tab for more information.

/" login - Windows Internet Explorer

(v Certificate =21 | ol
s y — )
e ol |§login General | Details || Certification Path | & - [} Page = € Took ~ »
K v | Site Map |
Certificate Information 3
This certificate is intended for the following purpose(s): —|
MCP Home Md +Ensures the identity of a remate computer -
Welco I
You must be a cer Issued to:  mcp.microsoft.com D to proceed |

Issued by: Microsoft Secure Server Authority

Please click the Windd Windows Live ID.

valid from 2/26/2007 to 2/26/2005 _

Install Certificate...| | Issuer Skatement

Manage Your Profile | Contact Us | Email | Eree Mewsletters

2007 Microsoft Corporation. All rights reserved. Terms of Use | Trademarks | Privacy Stak

€ Inkernet F100% v

‘4 start
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e. The Details tab shows information about the certificate. Click the Certification Path tab.

r/ login - Windows Internet Explorer

(N B Certificate

£ | hitps:}{mcp.microsa

e |ﬁlogin | General | Detals | Certification Path|; d - [ Page - {03 Tooks -

Site Map o]l

Microsoft | K=E1dalld | | Fec Value N
E\l‘ersion V3 |
MCP Home Mg Flserial number 1a zaf5 f5 00 03 00 00 7d da = | E
ESignature algorithm shalR54 -
Elssuer Micrasoft Secure Server Autho...
E\u‘alid fram Maonday, February 26, 2007 1...
Welco [Elvalid to Tuesday, February 26, 2008 1., |
ESubject mcp.microsoft, com, mscomops. ..
[FErubiic key RS54 (1024 Bits) |
You must be a cer| D to proceed.
Please click the Windd Windows Live ID.

Edit Properties, Copy ko File...

Manage Your Profile | Contack Us | Email | Free Newsletters

2007 Microsoft Corporation, all rights reserved, Terms of Use | Trademarks = Prive
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f. The Certification Path tab displays a hierarchical list of certification authorities that have been
authorized to issue the web server certificate. Click OK to close the Certificate window.

-

(€IS

‘2’ ﬁ'ﬁ |§Iogin

MCP Home

£ | https:/mep.microsal

/ login - Windows Internet Explorer

You must be a cer|

Please click the Windd

Welco

f Certificate

General | Detals | Certification Path |

Certification path

GTE CyberTrust Global Roat

- [= Microsoft Internet Authority
Microsoft Secure Server Authority
-- mep.micrasoftcom

Certificate status:

Wigw Certificate

This certificate is QK.

2007 Microsoft Corporation. All rights reserved, Terms of Use | Trademarks |

Manane Your Profile | Contack Us | Email | Free Mewsletters

titvacy ;

0 Internet

@ - E}Page - .@ Tools - i

Site Map |

D to proceed.

WVindows Live ID.
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Step 2: Examine secure access to an untrusted source warning

a. If the security certificate presented by a website is not from a trusted authority, Internet Explorer
displays the screen shown below to alert you to the fact that there is a problem. It gives you options
for closing the webpage or continuing to the website.

/2 Certificate Error: Navigation Blocked - Windows Internet Explorer -0l x|
A + -
@:_: M Iﬁ, j || X IGDDgIe yel
J File Edit ‘iew Faworites Tools  Help
[ ] o »
Wk {& Certificate Error: Navigation Blocked | | J iy - B - o= - ok Page v (0F Took -

-

|@ There is a problem with this website's security certificate.

The security certificate presented by this website has expired or is not yet valid.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ cClick here to close this webpage.

& Continue to this website (not recommended).

@ More information

[
| [T T [ T [@mntemet 0% v g

b. Unless you know the website to be legitimate you may not be able to trust the server or the content it
provides. If you navigate to the certification path, as previously described, you will not see a list of
trusted certification authorities. You may be working with secure (HTTPS) website but one that is self-
certified and not certified by approved authorities.
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